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Defense Industrial Base Vulnerability Disclosure Program 

Participant Scope and Asset Acknowledgment and Agreement

Subject to the below,                                                      (“Participant”), having executed the 

Defense Industrial Base Vulnerability Disclosure Program (“DIB-VDP”) Acknowledgment and 
Agreement to Terms of Service (“Service Agreement”), and having been accepted to participate 

in the DIB-VDP, and pursuant to its participation per the Service Agreement, hereby identifies 

the scope and assets subject to crowd-sourced vulnerability research within DIB-VDP (“Scope 

and Asset List”). 

1. The Participant acknowledges that:

a) Submission of this Scope and Asset List supersedes and cancels all of Participant’s prior

Scope and Asset List submissions as of the time received at AFOSI.DC3.DIB-

VDP@us.af.mil, however, the change does not take effect until published by DIB-VDP

to the crowd-sourced researcher community on the DIB-VDP Policy page.

b) Pursuant to the DIB-VDP Policy, the propriety of researcher activity will be assessed

based on the scope and assets that were published at the time that the vulnerability

research was conducted.

c) Any change or removal of scope or assets from the Scope and Asset List does not affect

DIB-VDP processing, and Participant’s obligation to remediate regarding any reported

vulnerabilities that were from research conducted prior to publication of the change or

removal of the assets.

d) DIB-VDP may, according to its own discretion, review and reject publication of scope

and assets identified by the Participant, or remove such from publication on the DIB-

VDP Policy page, if it is considered confusing or not feasible for cybersecurity

researchers to conduct research in compliance. In such case, DIB-VDP will remove all of

Participant’s scope and assets from publication in their entirety and contact Participant to

seek clarification and submission of an executable Scope and Assets List.

2. The Participant attests that:

a) All information system assets identified within the Scope and Asset List comprise, or are

within, covered contractor information systems, as defined per DFARS 252.204-

7012(a), and are owned or operated by or on behalf of the Participant.

b) To the best of its knowledge, publication of the assets listed and their being subject to

crowd-sourced research, is not prohibited by law or in violation of its contractual

obligations.
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3. Scope and Asset List:

The Participant desires to continue participation DIB-VDP, but no scope or assets are 
identified within the Scope and Asset List at this time.

  The Participant has included their Scope and Asset List within the Excel provided in zipped folder.

4. Authorization:

______________________________ ___________________________________ 

Company Name         Address / City / State / Zip 

______________________________ _______________________      _________ 

Primary POC:  Name / Role     Signature           Date 
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